Flow of Patient Health Information Inside and Outside the Healthcare Industry

(HEALTHCARE PROVIDERS)

EEMEIMES
{For Healtheare Providers)

* fnact federal preempiive
legislation that protects
paticnt informuation

s create policies and
procedures that prevens
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= troin and retram employ-
pes amid medical staff
continuously

develop stringent informa-
tion security programs

Internal hospital
functions that receive
information from
HIM:*

» diseasze registries
{cancer, diabetes,
Lrauima, tumor)

+ risk IHAnarEment

« putcomes/guality
management

* IraAnscriplion

« epidemiolopy or
infection control

External entities:
« county/state health
departments

= state disease registries
= siate data commissions

* contract cuicomes
management
databases

Internal hospital

functions that receive

information from

patient care areas:®

+ Case management/
utilization review

» dietary

* dizcharpge planning

+ laboratory

+ pharmacy

o social services

Research and Education
{This information alse comes from
patient care dreas. )

* health services research
* clinical trials

{NoN-HEALTHCARE PROVIDERS)

» physical therapy
* respiratory therapy
« radiology

The flow of health information in
these organizations is similar 1o

hospitals:
* ambulatory care centers

* home healthcare providers
# long-term care lacilities

= physician practices/clinics
rehabilivation facilities

» allied health education T T T e L
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o » enact federal preemptive
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- potfiend injormation
HeaLTH INFORMATION DEVELOPERS » prohibit redisclosure of I
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. _ * require paticnt authoriza-
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warehouse, analyze, and disseminate Brirmg - — disclosure of identifialle |
patient information internally MEDICAL IHIRD PARTY information unless |
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Reports wo third party payvers on a I Y |
daily basis to determine patients’ .
PATIENT CARF continued eligibility for coverage THIRD PARTY PAYERS®*
AREAS i - + managed care organizations - EMPLOYERS
I « traditional fee-for-service insurers A large number of American
_ usinesses are self-insured.
| « other third b Ii red
verifies patients” eligibility for A S —— As a result, employers
t:c;w:m-gé S R + pharmacy benefit administrators potentially have access 1o
ADMISSIONS ‘ I o| * health plan administrators | FELIETL health information
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I Other potential risks to health information confidentiality:
: = credit card companies can create databases based on card-
holder purchases
l'_lﬂfrﬂim_]—" 5'113'1:"1'?’ T-|_1E5E "-“'E“_-“iﬂﬂ' # g-mail can be inmercepted in rransit, emplovers can legally
tions with patient information as access and read emplovees' e-mail messages
part of their acereditation and o _
review activities: = employer health clinics are likely to keep records ol
—i emplovee visits, This is problematic il these records are co-

* American Osteopathic
Asszociation

¢ Joint Commission on
Accreditation of Healtheare
Crrpanizations

= SLAlE SUTVEYOrs

* peer review organizations

mingled with other emplovee records
= companies andfor third parties can monitor anicl ke
records of the e-mail addresses of visitors o Internet chat
rooims angd Web sites
¥ Some organizations outsource thess functions,
** Organizations may vary in their activities, Some may not
participate in the activities designated on this page.




